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Cisco Firewall Portfolio
Advanced Solutions for All Points within the Network

ÅComprehensive, full 
featured security platform

ÅIndustry leading 10 Gbps

ÅIntegrated IPsec/SSL 
VPN

ÅSOHO to Data Center

ASA 5500 
Adaptive Security 
Appliances

ÅCatalyst 6500 integrated 
security

ÅSUP integration features

ÅExtensible, multi-gigabit 
performance

ÅCampus and Data Center

Catalyst 6500 
Firewall Service 
Module

ÅDedicated L7 web 
application security

ÅCovers key PCI-DSS 
portions

ÅData Center

Web Application 
Firewall

ÅAll-in-one 
networking/security

ÅIntegrated best of breed 
IOS VPN

ÅSOHO to medium-sized 
enterprise branch and 
managed services

Integrated 
Services Router

Å20Gbps firewall in carrier-
class edge router

ÅMulti-gigabit performance

ÅWAN & Internet Edge, 
DC Edge, High-speed 
branch

ÅSP broadband and 
managed services

Aggregation 
Services Router
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Cisco ASA 5500 Series: Breadth and Depth
Industry First Scalable, Multi-Function, Feature Rich Appliance

ÁMulti-layer packet and traffic analysis
ÁAdvanced application and protocol inspection services
ÁNetwork application controls
ÁAdvanced VoIP/multimedia  security

ÁFlexible user and network based access control services
ÁStateful packet inspection
ÁIntegration with popular authentication sources including

Microsoft Active Directory, LDAP, Kerberos, and RSA SecurID

ÁReal-time protection from application and OS level attacks
ÁNetwork-based worm and virus mitigation
ÁSpyware, adware, malware detection and control
ÁOn-box event correlation and proactive response

ÁLow latency
ÁDiverse topologies
ÁMulticast support

ÁServices virtualization
ÁNetwork segmentation & partitioning
ÁRouting, resiliency, load-balancing

ÁThreat protected SSL and IPSec VPN services
ÁZero-touch, automatically updateable IPSec remote access
ÁFlexible clientless and full tunneling client SSL VPN services
ÁQoS/routing-enabled site-to-site VPN

Firewall with 
Application Layer 
Security

Access Control
and
Authentication

IPS and Anti-X 
Defenses

Cisco Intelligent 
Networking
Services 

SSL and IPSec
Connectivity
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Cisco ASA 5500 
Series Platform 
Portfolio
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Teleworker Branch 
Office

Internet
Edge

ASA 5550

Cisco ASA 5500 Series Adaptive Security Appliances
Solutions Ranging from Desktop to Data Center

ASA 5580-20

ASA 5580-40

ASA 5505

ÅIntegrates, market-proven firewall, SSL/IPsec, IPS,
and content security technologies
ÅExtensible multi-processor architecture delivers 

high concurrent services performance and 
significant investment protection
ÅFlexible management lowers cost of ownership
ÅEasy-to-use Web-based user interface
ÅNumerous certifications and awards
ÅAnd much moreé

Data Center

ASA 5540

ASA 5520

ASA 5510
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Introducing the Cisco ASA 5580 Series
High Performance Firewall and Highly Scalable Remote Access VPN

Raising the Bar for Firewall and VPN Capabilities

ÁIndustry-leading performance

Highest connection rates in the industry

Data center class throughput with ultra low latency

ÁHigh speed auditing and event monitoring

NetFlow based monitoring and aggregation

ÁHighly scalable remote access

Supports up to 10,000 simultaneous users
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Cisco ASA 5580 Firewall: 
Industry-leading Performance

ÁUnprecedented scalability, 
ultra-low latency

Up to two million connections

Up to 150K connections/second

ÁBlazing fast performance

Up to 10 Gbps of real world throughput

Up to 20 Gbps for jumbo frame applications

Supports up to 750,000 policies

ÁOptimize operations

Device consolidation with up to 
50 virtual firewalls

Multiple redundancy options: 
Active/Active failover, redundant power, 
fans and network links

Supports up to 24 GE or 12 10GE ports

Multi-Gbps Class Firewall

5-7X Better 
than the Competition


