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Cisco Firewall Portfolio
Advanced Solutions for All Points within the Network

ÅComprehensive, full 
featured security platform

ÅIndustry leading 10 Gbps

ÅIntegrated IPsec/SSL 
VPN

ÅSOHO to Data Center

ASA 5500 
Adaptive Security 
Appliances

ÅCatalyst 6500 integrated 
security

ÅSUP integration features

ÅExtensible, multi-gigabit 
performance

ÅCampus and Data Center

Catalyst 6500 
Firewall Service 
Module

ÅDedicated L7 web 
application security

ÅCovers key PCI-DSS 
portions

ÅData Center

Web Application 
Firewall

ÅAll-in-one 
networking/security

ÅIntegrated best of breed 
IOS VPN

ÅSOHO to medium-sized 
enterprise branch and 
managed services

Integrated 
Services Router

Å20Gbps firewall in carrier-
class edge router

ÅMulti-gigabit performance

ÅWAN & Internet Edge, 
DC Edge, High-speed 
branch

ÅSP broadband and 
managed services

Aggregation 
Services Router
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Cisco ASA 5500 Series: Breadth and Depth
Industry First Scalable, Multi-Function, Feature Rich Appliance

ÁMulti-layer packet and traffic analysis
ÁAdvanced application and protocol inspection services
ÁNetwork application controls
ÁAdvanced VoIP/multimedia  security

ÁFlexible user and network based access control services
ÁStateful packet inspection
ÁIntegration with popular authentication sources including

Microsoft Active Directory, LDAP, Kerberos, and RSA SecurID

ÁReal-time protection from application and OS level attacks
ÁNetwork-based worm and virus mitigation
ÁSpyware, adware, malware detection and control
ÁOn-box event correlation and proactive response

ÁLow latency
ÁDiverse topologies
ÁMulticast support

ÁServices virtualization
ÁNetwork segmentation & partitioning
ÁRouting, resiliency, load-balancing

ÁThreat protected SSL and IPSec VPN services
ÁZero-touch, automatically updateable IPSec remote access
ÁFlexible clientless and full tunneling client SSL VPN services
ÁQoS/routing-enabled site-to-site VPN

Firewall with 
Application Layer 
Security

Access Control
and
Authentication

IPS and Anti-X 
Defenses

Cisco Intelligent 
Networking
Services 

SSL and IPSec
Connectivity
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Cisco ASA 5500 
Series Platform 
Portfolio
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Teleworker Branch 
Office

Internet
Edge

ASA 5550

Cisco ASA 5500 Series Adaptive Security Appliances
Solutions Ranging from Desktop to Data Center

ASA 5580-20

ASA 5580-40

ASA 5505

ÅIntegrates, market-proven firewall, SSL/IPsec, IPS,
and content security technologies
ÅExtensible multi-processor architecture delivers 

high concurrent services performance and 
significant investment protection
ÅFlexible management lowers cost of ownership
ÅEasy-to-use Web-based user interface
ÅNumerous certifications and awards
ÅAnd much moreé

Data Center

ASA 5540

ASA 5520

ASA 5510
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Introducing the Cisco ASA 5580 Series
High Performance Firewall and Highly Scalable Remote Access VPN

Raising the Bar for Firewall and VPN Capabilities

ÁIndustry-leading performance

Highest connection rates in the industry

Data center class throughput with ultra low latency

ÁHigh speed auditing and event monitoring

NetFlow based monitoring and aggregation

ÁHighly scalable remote access

Supports up to 10,000 simultaneous users
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Cisco ASA 5580 Firewall: 
Industry-leading Performance

ÁUnprecedented scalability, 
ultra-low latency

Up to two million connections

Up to 150K connections/second

ÁBlazing fast performance

Up to 10 Gbps of real world throughput

Up to 20 Gbps for jumbo frame applications

Supports up to 750,000 policies

ÁOptimize operations

Device consolidation with up to 
50 virtual firewalls

Multiple redundancy options: 
Active/Active failover, redundant power, 
fans and network links

Supports up to 24 GE or 12 10GE ports
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Firewall Connections/Second

Cisco ASA 5580 CHKP/ Nokia IP 2450

Juniper NS 5400

Multi-Gbps Class Firewall

5-7X Better 
than the Competition
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Cisco ASA 5500 Series High-End Lineup 
Solutions Ranging from Internet Edge to Data Center

Network Location

List Price

Performance
Max Firewall (Real-world HTTP)
Max Firewall (UDP 1400/Jumbo)
Max IPSec VPN
Max IPSec/SSL VPN Peers

Platform Capabilities
Max Firewall Conns
Max Conns/Second
Packets/Second (64 byte)
Base I/O
Max I/O
VLANs Supported
HA Supported

Cisco
ASA 5550

Internet
Edge

Starting at
$19,995

1 Gbps
1.2 Gbps (1400)

425 Mbps
5000 / 5000

650,000
36,000

600,000
8 GE + 1 FE
8 GE + 1 FE

250
A/A and A/S

Cisco
ASA 5580-20

Campus /
Data Center

Starting at 
$49,995

5 Gbps
10 Gbps (Jum.)

1 Gbps
10,000 / 10,000

1,000,000
90,000

2,500,000
2 Mgmt

24 GE / 12 10GE
100

A/A and A/S

Cisco
ASA 5580-40

Data Center

Starting at
$99,995

10 Gbps
20 Gbps (Jum.)

1 Gbps
10,000 / 10,000

2,000,000
150,000

4,000,000
2 Mgmt

24 GE / 12 10GE
100

A/A and A/S

New New
Cisco

ASA 5540

Internet
Edge

Starting at
$16,995

500 Mbps
650 Mbps (1400)

325 Mbps
5000 / 2500

400,000
25,000

500,000
4 GE + 1 FE
8 GE + 1 FE

200
A/A and A/S
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Cisco ASA 5580 Series Innovation:
NetFlow Security Event Logging

ÁSecurity event correlation and 
reduction for multi-gigabit traffic

Introducing NetFlow v9 
capabilities on ASA5580

Extends 10+ years of NetFlow 
innovation

Enables compliance auditing

ÁDriving industry standard

Leading standardization effort
with IETF IPFIX Working Group

Aligning with leading NetFlow 
monitoring solution providers

Cisco
ASA 5580

CS-MARS 3rd PartyNetFlow Collector

Netflow v9
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High Performance Cisco ASA 5580 Series
Interface Expansion Cards

ÅI/O module includes four 10/100/1000 
Ethernet ports enabling granular network 
segmentation and security virtualization 

ÅUp to 24 GE ports are supported by the 
ASA 5580 Series

4-Port 10/100/1000 Ethernet Card

2-Port 10 Gigabit Ethernet Fiber SR LC Card
ÅI/O module offers two fiber 10GE ports for 

maximum performance and scalability
ÅIntegrated short range (SR) optics and LC 

connector simplify connectivity
ÅUp to twelve 10GE ports are supported by 

the ASA 5580 Series

4-Port Gigabit Ethernet Fiber SR LC Card
ÅI/O module includes four fiber Gigabit 

Ethernet ports enabling granular network 
segmentation and security virtualization 
ÅIntegrated short range (SR) optics and LC 

connector simplify connectivity
ÅUp to 24 GE ports are supported by the 

ASA 5580 Series
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Wide-Range of Cisco ASA 5500 Series
Security Service Modules (SSMs)

ÅProvides full-featured IPS and IDS services 
for protection of critical network assets
ÅAvailable in two models: SSM-10 and SSM-20
ÅDelivers up to 450 Mbps of IPS throughput
ÅHas thumbscrews for easy insertion/removal
Å10/100/1000 out-of-band management port
ÅSupported on ASA 5510, 5520, and 5540

IPS Security Services Module (AIP SSM)

Content Security Services Module (CSC SSM)
ÅProvides full-featured Anti-X services

(anti-virus, anti-spyware, anti-spam,
anti-phishing, URL filtering, and more)
ÅAvailable in two models SSM-10 and SSM-20
ÅAnti-virus and anti-spyware services licensed 
by number of users, others optional add-on
ÅSupported on ASA 5510, 5520, and 5540

4-Port GE Services Module (4GE SSM)
ÅI/O module offers four copper 10/100/1000 

ports in addition to four SFP ports for
improved flexibility and network segmentation
ÅCustomers can use up-to four ports total out 

of these eight ports, with the ability to mix and 
match copper and optical GE ports
ÅSupported on ASA 5510, 5520, and 5540
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Advanced Web Traffic Security
Protects Networks from Web-based Threats

ÁAdvanced HTTP inspection services help protect from web-based attacks
and other types of ñport 80 misuseò

Includes customizable policies for detecting and blocking tunneled 
applications and attacks, including:

Instant messaging applications (AIM, MSN Messenger, Yahoo)
Peer-to-peer applications (KaZaA)

Offers complete control over usage of text-based instant messaging, 
file transfers, video chat, whiteboarding, and more!

Provides powerful regular expression (regex) matching capabilities to detect 
administrator customizable strings and optionally block, rate limit, and/or log traffic

ÁDeep inspection services provide businesses control over what actions 
users can perform when accessing websites

Performs RFC compliance checking for protocol anomaly detection

Supports HTTP command filtering for precise control over how web servers are 
accessed, providing a strong line of defense from a range of known and unknown 
attacks

Provides MIME type filtering and content validation capabilities

Protection Against Peer-to-Peer, IM, and Mail Attachment Threats;
Ensuring Network Performance by Controlling Application Abuse
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Innovative Security for Unified Communications 
Protect Cisco Communication Manager and IP Phones

ÁEnsure SIP, SCCP, H.323, 
MGCP requests conform to 
standards

ÁPrevent inappropriate SIP 
Methods from being sent to 
Communication Manager

ÁNetwork Rate Limit SIP 
Requests

ÁPolicy enforcement of calls 
(whitelist, blacklist, 
caller/called party, SIP URI) 

ÁDynamic port opening for 
Cisco applications 

ÁEnable only ñregistered 
phonesò to make calls

ÁEnable inspection of 
encrypted phone calls

Internet

WAN

Cisco ASA 

with SSL 

VPN

Cisco Security 

Agent (CSA)

Cisco ASA 

with VPN

Cisco ASA 

with IPS and 

VPN

Protection Against Attacks On Unified Communications Call 
Control, Endpoints And Applications  
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Industry-First Encrypted Voice Security Solution
Now Available with Cisco ASA 5500 Software v8.0

SRTP media

TLS 
signaling

Any Cisco voice/video communications encrypted with SRTP/TLS can 
now be inspected by Cisco ASA 5500 Adaptive Security Appliances:

ÅMaintains integrity and confidentiality of call while enforcing 
security policy through advanced SIP/SCCP firewall services

ÅTLS signaling is terminated and inspected, then re-encrypted for 
connection to destination (leveraging integrated hardware 
encryption services for scalable performance)

ÅDynamic port is opened for SRTP encrypted media stream, and 
automatically closed when call ends

Encrypted 
Endpoint Encrypted 

Endpoint

New
in 8.0!
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Cisco ASA Phone Proxy 
Remote Access and Voice/Data Segmentation

Secure Remote Access: 

Á Leverage native Cisco IP Phone encryption (TLS/SRTP) to enable 
secure calls from IP Phones on untrusted, remote networks

Á Seamless deployment and operation with minimal impact on existing 
UC infrastructure

Á Simplified user experience ïPlug and play

Á A Remote Access UC Solution for UC devices

Trusted (Un-secured) Un-trusted

Internet

Encrypted (TLS/SRTP)
Cisco IP 
phone 

(remote)

Cisco IP 
Phone

Unencrypted/encrypted
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Mobile Data 
Network

GPRS data 
channel CUMA 

Enterprise 
Server

MA

Collaboration

Voice 
mail

Presence

Call Control

Directory

Email

ASA

PSTN

Cisco ASA Mobility Proxy
Integration with Cisco Unified Mobility Solutions

Secure Mobility: ASA protection for Cisco Mobility Solution

ÁCore component of mobility architecture

ÁConverges Mobility onto a common remote access platform

ÁProtection for Cisco Mobility Protocol (MMP)

ÁProtection for the CUMA Enterprise Server (TLS Proxy)

MMP/
SSL/TLS
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Cisco ASA and Presence
Integration with Cisco and 3rd party Presence Solutions

Secure Presence

ÁEnterprises with Cisco Presence Servers can now collaborate securely 
with enterprises with Microsoft Presence Servers

ÁPresence information can be shared between two organizations

ÁAll Cisco ASA UC security capabilities apply to Presence traffic

ÁCisco ASA: Strategic Platform for converged remote access and mobility 
for UC Applications and Services

Internet

MA

Cisco Unified 
Presence 

Server

Cisco Unified 
Mobility Advantage 

Server

Routing 
Proxy

UK

HK

US

ASA

Microsoft Presence Server

Cisco Unified 
Presence Server

TLS

TLS
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ÁPrevents installation of malware and 
blocks ñphone homeò communications

ÁFrees network bandwidth and controls 
the transmission of confidential data

ÁRemoves traffic ambiguities such as 
overwritten fragments, TCP segment 
overwrites, TTL discrepancies

ÁSimulates end host behavior to 
increase inspection accuracy

ÁControls corporate espionage

ÁStops web defacing by preventing 
web attacks

ÁPrevents zombie, backdoor, and bot 
placement thus stopping automated 
attacks (e.g., denial of service (DoS)

Cisco IPS Offers Multi-Vector Threat Identification
Delivers Broad Attack and Malware Protection

ÁStops the infection and 
propagation of malware

ÁLeverages internal development 
and partnership with Trend Micro

Traffic Cleansing

Network Worms & VirusesSpyware/Adware

Directed Attacks

http://images.google.com/imgres?imgurl=http://www.ehs.washington.edu/images/BIOSGN2.jpg&imgrefurl=http://www.ehs.washington.edu/Manuals/BSManual/AppendixA.pdf&h=1028&w=850&sz=124&tbnid=HeNi2BPYUAgJ:&tbnh=149&tbnw=124&start=14&prev=/images?q=biohazard&hl=en&lr=&safe=off
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ÁCisco Security Agent (CSA) provides notion of suspicious hosts 
through CSA Watch List

ÁIPS Sensor risk sensitivity increased dynamically for suspicious 
hosts (risk rating increase)

ÁResult: Better manage risk from suspicious sources

1. Attacker tries to brute force 
attack an internal server

2. CSA blocks the attack and 
adds attacker to its watchlist

3. CSA collaborating with Cisco IPS is able to 
dynamically elevate the Risk Rating threshold for 
attacks coming from the attacker 

4. Future attacks from 
hacker are blocked at the 
IPS device

New in IPS 6.0:
Visibility to Endpoint Trustworthiness ïCSA Collaboration

New!
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Network 
Scanner

A

Windows Server Linux Server

Not Vulnerable
Filter Event

Vulnerable
Increase Risk Rating

Event / Action Filtering
Monitoring Console:

Non-relevant events filtered

Attacker initiates IIS attack 

destined for servers

ÁContextual information on attack target used to refine security 
response

ÁContextual information gathered through: 

ÁPassive OS fingerprinting     

ÁStatic OS mapping for exception handling

ÁDynamic Risk Rating adjustment based on attack relevance

ÁResult: More appropriate and effective security response actions

New in IPS 6.0:
Endpoint Attack Relevance Visibility

New!
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Internal Zone 2

Internal Zone 3

ÁAnomaly detection algorithms to detect and stop Day-Zero threats 

ÁReal-time learning of network baselines

ÁAutomatic detection and policy-based protection from anomalous 
threats to the network

ÁResult: Protection for against attacks for which there is no signature

Internet

Internal Zone 1

Graphic representation 
of traffic type and 

amounts

New in IPS 6.0:
Real-time Anomaly Detection for Day Zero Threats

New!
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ASA 5540 with 
AIP SSM-40

650 Mbps

High Performance

ÅMatched IPS and firewall 
throughput up to 650 Mbps

ÅHardware-accelerated IPS 
not impact firewall or VPN 

throughput

Network-wide Protection

ÅPowerful protection for data, 
voice, video, and wireless 

networks

Intuitive management

ÅAll-in-one IPS Manager 
Express simplifies 

provisioning, monitoring, 
troubleshooting and 

reporting

ASA 5500 Series IPS Solution 

Performance for Large and 
Small Organizations

ASA 5520 with 
AIP SSM-40

450 Mbps

ASA 5510 with 
AIP SSM-20

300 Mbps

ASA 5510 with 
AIP SSM-10

150 Mbps

Solution
Performance 
IPS               FW

$2000 price 
drop!!

650 Mbps

450 Mbps

300 Mbps

300 Mbps

New  
Bundle!
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Startup Wizard: Gets you up 

and running in just minutes

Dashboard: Puts needed 

information at your finger tips

Configuration: Save time with

intuitive interface

Reporting: Create and share 

security and compliance 

reports 

Monitoring:See whatôs 

happening with real-time and 

historical security events

At-A-Glance Dashboard

Cisco IPS Manager Express (IME)
All-In-One IPS Management Application for up to 5 IPS Sensors
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Introducing the 

Content Security and Control
Security Services Modules

Content Security in the Cisco ASA 5500 Series

ÁComprehensive content security
services on a single module

ÁIncorporates security technology from 
Trend Microôsaward-winning InterScan 
VirusWall suite

ÁSeamless management and monitoring 
through Cisco ASDM, multi-device 
management with Trend TMCM

ÁEnables a single-box solution for all 
the needs of the SMB
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Threat Types

Unauthorized Access

Intrusions and Attacks

Insecure Comms.

Viruses

Spyware

Malware

Phishing

Spam

Inappropriate URLs

Identity Theft

Offensive Content
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Protection

ÁResource and Information 
Access Protection

ÁHacker Protection

ÁClient Protection

ÁDDoS Protection

ÁProtected Email Communication

ÁProtected Web Browsing 

ÁProtected File Exchange

ÁUnwanted Visitor Control

ÁAudit and Regulatory Assistance

ÁNon-work Related Web Sites

ÁIdentity Protection 

Granular Policy 
Controls

Comprehensive Malware 
Protection

Advanced Content 
Filtering

Integrated Message 
Security

Easy to Use

Cisco ASA 5500 with CSC-SSM

Cisco ASA 5500 Content Security
Delivering Comprehensive Protection and Control

http://images.google.com/imgres?imgurl=http://www.ehs.washington.edu/images/BIOSGN2.jpg&imgrefurl=http://www.ehs.washington.edu/Manuals/BSManual/AppendixA.pdf&h=1028&w=850&sz=124&tbnid=HeNi2BPYUAgJ:&tbnh=149&tbnw=124&start=14&prev=/images?q=biohazard&hl=en&lr=&safe=off
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Comprehensive Secure Connectivity
VPN Services for Any Access Scenario

Public 
Internet

ASA 5500

Clientless SSL VPN

Clientless SSL VPN

Client-based SSL or IPSec VPN

Partner Access

Requires ñlocked-downò access 
to specific extranet resources 
and applications

Company Managed Desktop

Remote access users require 
seamless, easy to use, access 
to corporate network resources

Public Kiosk

Remote users may require 
lightweight access to e-mail and 
web-based applications from a 
public machine

Company Managed Desktops at Home

Day extenders and mobile employees require 
consistent LAN-like, full-network access, to corporate 
resources and applications

Client-based SSL or IPSec VPN
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Free SSL VPN Trial 
Included in Base Pricing ï

No Per-Feature Licenses!

WebVPN: SSL-Based Remote Access
Enables Clientless Remote Connectivity

ÁWeb Page Access (HTTP/HTTPS)

ÁRemote E-Mail Access

Outlook (MAPI), OWA, POP, IMAP, 
SMTP, Notes, iNotes

ÁFile Access on Enterprise Servers

Windows CIFS file shares via Web Interface

ÁFlexible Login Options Customizable for Diverse 
User Communities 

Group based access control

Support for all enterprise authentication 
mechanisms

ÁPort Forwarding

Access to thick client TCP-based applications

ÁWeb-Based Management

Full-featured configuration and monitoring
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ÅCisco AYT provides the ability to perform 
security posture checks when a VPN
connection attempt is received
ÅEnforces usage of authorized host-based 

security products (such as the Cisco 
Security Agent) and verifies its version 
number, policies, and status prior to 
granting access the corporate network
ÅChecks to see if security products are both 

installed and active
ÅPushes embedded personal firewall policy
ÅRe-checks posture every 30 seconds 

protecting against user disablement

Telecommuter
with IPSec VPN

Cisco VPN Are You There (AYT) & CSA
Comprehensive Endpoint Protection

VPN Concentrator

CSA

Viruses

Public Internet

Worms

Trojans

Malware

Viruses

http://images.google.com/imgres?imgurl=http://www.ehs.washington.edu/images/BIOSGN2.jpg&imgrefurl=http://www.ehs.washington.edu/Manuals/BSManual/AppendixA.pdf&h=1028&w=850&sz=124&tbnid=HeNi2BPYUAgJ:&tbnh=149&tbnw=124&start=14&prev=/images?q=biohazard&hl=en&lr=&safe=off
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Threat Protected VPN Services
Leveraging On-Board Security to Protect the VPN Threat Vector

ASA 5500

Worm/
Virus

Unwanted
Application

Spyware

Illegal 
Access

Exploit

Remote Access

VPN User

Threat Mitigation
Incident Control Virus 

Detection

Worm Mitigation

Spyware Detection

Application Firewall and Access Control
Application Inspection/Control

Granular, Per-User/Group Access Control

Protocol Anomaly Detection

Stateful Traffic Filtering

Accurate Enforcement
Real-Time Correlation

Risk Rating

Attack Drop

Session Removal and Resets

Comprehensive Endpoint Security
Pre-Connection Posture Assessment

Malware Mitigation

Session/Data Security

Post-Session Clean-Up

Leverages Depth of Threat Defense Features to Stop Malicious Worms, 
Viruses, and Moreéand Without External Devices or Performance Loss!
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Cisco ASA 5500 Software v8.0 Introduces 
Significant Enhancements in Clientless Access

ÁPrecise, granular access control to 
specific resources

ÁEnhanced Portal Design

Localizable

RSS feeds

Personal bookmarks

AnyConnect Client access

ÁDrag and Drop file access and 
webified file transport

ÁTransformation enhancements 
including Flash support

ÁHead-end deployed applets for 
telnet, SSH, RDP, and VNC, 
framework supports addôl plug-ins

ÁAdvanced port-forwarder for 
Windows (Smart Tunnel) accesses 
TCP applications without admin 
privileges on Client PC

New
in 8.0!
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SSL Public CA Enhancements
ASA 8.0.4

ÁTemporary certificates for 
evaluations

Eliminates browser warnings 
during trials due to lack of a 
trusted head-end certificate

Enrollment page requests for 
the appropriate fields 
required to generate a 
certificate request for these 
offers

Improves product 
evaluation experience

Discounted head-end 
certificates

Benefit
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Cisco AnyConnect Client

ÁNext generation VPN client, 
available on many platforms 
including:

Windows Vista 32- and 64-bit, 
Windows XP 32- and 64-bit, and 
Windows 2000

Mac OS X 10.4 (Intel and PPC)

Intel-based Linux

Windows Mobile Pocket PC Edition

ÁStand-alone, Web Launch, and 
Portal Connection Modes

ÁStart before Login (SBL) and 
DTLS support

Windows 2000 and XP only

New!
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Comprehensive EndPoint Security

ÁCisco Secure Desktop (CSD) 
now supports hundreds of 
pre-defined products, 
updated frequently

Anti-virus, anti-spyware, 
personal firewall, and more

ÁAdministrators can define 
custom checks including 
running processes

ÁCSD posture policy 
presented visually to simplify 
configuration and 
troubleshooting

New
in 8.0!
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Transparent Firewall and IPS

Existing Network

Virtualized Services and Transparent Operation
Simplifies Deployment and Reduces Operational Costs

ÁScalable security services

ÁAdds support for security 
contexts (virtual firewalls) to lower 
operational costs

Enables device consolidation and 
segmentation

Supports separated policies and administration

ÁEasy to deploy firewall and IPS services

ÁIntroduces transparent firewall 
capabilities for rapid deployment of 
security

Drops into existing networks without need for 
readdressing the network

Simplifies deployments of internal firewalling
and security zoningðnew applications 

Dept/Cust 

2

Dept/Cust 

1

Dept/Cust 

3
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ÁConfiguration:  Auto Update, SSH, Telnet, XML/HTTPS, and ASDM
ÁReal-time monitoring:  Syslog, SNMP, HTTPS, and ASDM
ÁSoftware updates:  Auto Update, SCP, HTTP, HTTPS, and TFTP

Wide Range of Management Solutions
Provide Scalable, Cost Optimized Options for Businesses

ÁFamily of high performance appliances designed to provide 
automated analysis of security event information to help identify, 
manage, and counter attacks
ÁSupports getting events from wide range of Cisco and 3rd party 

solutionsðand also analyzes NetFlow for additional intelligence
ÁOffers event correlation, visualization, rules engine, and reporting

ÁScalable management solution for wide range of Cisco security solutions 
including routers, switches, blades, and appliances
ÁDelivers centralized management of firewall, VPN, IPS/IDS, networking, 

and other services via flexible user interface
ÁSupports device grouping for simplified policy maintenance
ÁProvides role-based admin access and workflow capabilities
ÁAvailable on Windows (Linux version coming)

Cisco Security Manager (CS-Manager)

Cisco Monitoring and Response Solution (CS-MARS)

Integrated Remote Management Capabilities Within ASA 
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Cisco Adaptive Security Device Manager v6.0
Introduces a Wealth of New Features and Usability Enhancements

ÁFresh new interface
provides easy access to 
all services offered by 
ASA

ÁSupports drag-and-drop
and in-place editing for 
simplified policy editing

ÁOffers user interface 
customization with 
dockable windows and 
toolbars

Á Introduces new Firewall 
Dashboard that provides 
at-a-glance status of 
firewall services

ÁProvides live ACL 
hitcount in firewall rule 
table for easy policy 
auditing


