NI
CISCO

December 2008

Presentation_ID © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential 1



Cisco Firewall Portfolio
Advanced Solutions for All Points within the Network

ADedicated L7 web
application security

ACovers key PCI-DSS
portions

AComprehensive, full AcCatalyst 6500 integrated
featured security platform security

Alndustry leading 10 Gbps ASUP integration features
Alntegrated IPsec/SSL AExtensible, multi-gigabit

VPN performance AData Center

ASOHO to Data Center ACampus and Data Center

ASA 5500 Catalyst 6500 .
Adaptive Security Firewall Service \é\{f’e?,v'gﬁpl'cat'on
Appliances Module ,

AAll-in-one
networking/security

Alntegrated best of breed
IOS VPN

ASOHO to medium-sized
enterprise branch and
managed services

A20GDbps firewall in carrier-
class edge router

AMulti-gigabit performance

AWAN & Internet Edge,
DC Edge, High-speed
branch

ASP broadband and
managed services

Integrated
Services Router

Aggregation
Services Router




Cisco ASA 5500 Series: Breadth and Depth

Industry First Scalable, Multi-Function, Feature Rich Appliance

SIEEEURN
Application Laye
Security

IPS and Anti-X
Defenses

Access Control
and
Authentication

SSL and IPSec
Connectivity

Cisco Intelligent o«

Networking
Services

AMulti-layer packet and traffic analysis

AAdvanced application and protocol inspection services
ANetwork application controls

AAdvanced VolP/multimedia security

AReal-time protection from application and OS level attacks
ANetwork-based worm and virus mitigation

ASpyware, adware, malware detection and control
AOn-box event correlation and proactive response

AFlexible user and network based access control services

A Stateful packet inspection

Alntegration with popular authentication sources including
Microsoft Active Directory, LDAP, Kerberos, and RSA SecurlD

AThreat protected SSL and IPSec VPN services
AZero-touch, automatically updateable IPSec remote access
AFlexible clientless and full tunneling client SSL VPN services
AQoS/routing-enabled site-to-site VPN

ALow latency A Services virtualization
ADiverse topologies ANetwork segmentation & partitioning
AMulticast support ARouting, resiliency, load-balancing
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Cisco ASA 5500 Series Adaptive Security Appliances
Solutions Ranging from Desktop to Data Center
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Introducing the Cisco ASA 5580 Series

High Performance Firewall and Highly Scalable Remote Access VPN

A Industry-leading performance
Highest connection rates in the industry
Data center class throughput with ultra low latency

A High speed auditing and event monitoring
~ NetFlow based monitoring and aggregation

—

Raising the Bar for Firewall and VPN Capabillities

I



Cisco ASA 5580 Firewall:
Industry-leading Performance

A Unprecedented scalability,
ultra-low latency

Up to two million connections

Up to 150K connections/second

A Blazing fast performance

Up to 10 Gbps of real world throughput
Up to 20 Gbps for jumbo frame applications
Supports up to 750,000 policies

T —Tk— . i
s B Ya 28 R ONDAErA ‘.

1 Cisco ASA 5580
M Juniper NS 5400

oS-/ X Better
than the Competition

[ CHKP/ Nokia IP 2450
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Cisco ASA 5500 Series High-End Lineup

Solutions Ranging from Internet Edge to Data Center

Cisco Cisco Cisco Cisco
ASA 5540 ASA 5550 ASA 5580-20 ASA 5580-40
e

Network Location

List Price

Performance

Max Firewall (Real-world HTTP)
Max Firewall (UDP 1400/Jumbo)
Max IPSec VPN

Max IPSec/SSL VPN Peers

Platform Capabilities
Max Firewall Conns

Max Conns/Second
Packets/Second (64 byte)
Base I/O

Max 1/0

VLANs Supported

HA Supported




Cisco ASA 5580 Series Innovation:
NetFlow Security Event Logging

Cisco

A Security event correlation and ASA 5580

reduction for multi-gigabit traffic

Introducing NetFlow v9

capabilities on ASA5580 .

Extends 10+ years of NetFlow “:Lf.‘nl;.

innovation

Netflow v9

: i NetFlow Collector CS-MARS 34 Party
Enables compliance auditing

A Driving industry standard
Leading standardization effort

Presen tation_ID © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential 9



High Performance Cisco ASA 5580 Series
Interface Expansion Cards

4-Port 10/100/1000 Ethernet Card Al/O module includes four 10/100/1000
Ethernet ports enabling granular network
segmentation and security virtualization

AUp to 24 GE ports are supported by the
ASA 5580 Series

Al/O module includes four fiber Gigabit
Ethernet ports enabling granular network
segmentation and security virtualization

A Integrated short range (SR) optics and LC
connector simplify connectivity

A Up to 24 GE ports are supported by the
ASA 5580 Series

2-Port 10 Gigabit Ethernet Fiber SR LC Card :
Al/O module offers two fiber 10GE ports for

maximum performance and scalability
Alntegrated short range (SR) optics and LC
connector simplify connectivity
AUp to twelve 10GE ports are supported by
the ASA 5580 Series




Wide-Range of Cisco ASA 5500 Series
Security Service Modules (SSMs)

IPS Security Services Module (AIP SSM)

AProvides full-featured IPS and IDS services
for protection of critical network assets
AAvailable in two models: SSM-10 and SSM-20
ADelivers up to 450 Mbps of IPS throughput
AHas thumbscrews for easy insertion/removal
A10/100/1000 out-of-band management port
ASupported on ASA 5510, 5520, and 5540

AProvides full-featured Anti-X services
(anti-virus, anti-spyware, anti-spam,
anti-phishing, URL filtering, and more)

AAvailable in two models SSM-10 and SSM-20

AAnti-virus and anti-spyware services licensed
by number of users, others optional add-on

ASupported on ASA 5510, 5520, and 5540

Al/O module offers four copper 10/100/1000
ports in addition to four SFP ports for
improved flexibility and network segmentation

ACustomers can use up-to four ports total out
of these eight ports, with the ability to mix and
match copper and optical GE ports

ASupported on ASA 5510, 5520, and 5540



Advanced Web Traffic Security

Protects Networks from Web-based Threats

Protection Against Peer-to-Peer, IM, and Mail Attachment Threats;
Ensuring Network Performance by Controlling Application Abuse

A Advanced HTTP inspection services help protect from web-based attacks
and othertypesofiport 80 mi suseo

Includes customizable policies for detecting and blocking tunneled
applications and attacks, including:

Instant messaging applications (AIM, MSN Messenger, Yahoo)
Peer-to-peer applications (KaZaA)

Offers complete control over usage of text-based instant messaging,
file transfers, video chat, whiteboarding, and more!

Provides powerful regular expression (regex) matching capabilities to detect
- administrator customizable strings and optionally block, rate limit, and/or log traffic

. A Deep inspection services provide businesses control over what actions
users can perform when accessing websites
Performs RFC compliance checking for protocol anomaly detection

nd filtering for precise control over how web servers are
from a r/ange of known and unknown

Provides MIME type filtering and content validation capabilities i



Innovative Security for Unified Communications
Protect Cisco Communication Manager and IP Phones

Protection Against Attacks On Unified Communications Call
Control, Endpoints And Applications

A Ensure SIP, SCCP, H.323,
MGCP requests conform to
v standards

A Prevent inappropriate SIP
Methods from being sent to
Communication Manager

A Network Rate Limit SIP
Requests

Cisco Security

Agent (CSA) Cisco ASA &
with IPS and

VPN

‘ _ A Policy enforcement of calls
~ Cisco ASA (whitelist, blacklist,
with SSL caller/called party, SIP URI)

A Dynamic port opening for
Cisco applications

—AEnabl e n
’phoneso t

Cisco ASAr,~
with VPN[

Iy
o m

QD

— == " A Enable inspection of
encrypted phone calls



Industry-First Encrypted Voice Security Solution
Now Available with Cisco ASA 5500 Software v8.0

TLS
signaling

Endpoint Encrypted
Endpoint
Any Cisco voice/video communications encrypted with SRTP/TLS can
-\N be inspected by Cisco ASA 5500 Adaptive Security Appliances:

A Maintains integrity and confidentiality of call while enforcing

— - security policy through advanced SIP/SCCP firewall services

A TLS signaling is terminated and inspected, then re-encrypted for
connection to destination (leveraging integrated hardware
' ' alable performance)

media stream, and
call ends



Trusted (Un-secured)
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Leverage native Cisco IP Phone encryption (TLS/SRTP) to enable
secure calls from IP Phones on untrusted, remote networks

Seamless deployment and operation with minimal impact on existing
UC infrastructure

Simplified user experience i Plug and play
A Remote Access UC Solution for UC devices



Options

Presentation_ID
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Presence
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Cisco Unified
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Cisco Unified
Presence Server
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Cisco IPS Offers Multi-Vector Threat Identification

Delivers Broad Attack and Malware Protection

sentation_ID © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential
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New in IPS 6.0:
Visibility to Endpoint Trustworthiness i CSA Collaboration

A Cisco Security Agent (CSA) provides notion of suspicious hosts
through CSA Watch List

AIPS Sensor risk sensitivity increased dynamically for suspicious
hosts (risk rating increase)

A Result: Better manage risk from suspicious sources

2. CSA blocks the attack and

1. Attacker tries to brute force Sdd b tiacker to its watchlist

attack an internal server

L ¥ |
—

4. Future attacks from
hacker are blocked at the
- IPS device

CSA collaborating with Cisco IPS is able to
he Risk Rating threshold for
acker



New in IPS 6.0:
Endpoint Attack Relevance Visibility

A Contextual information on attack target used to refine security
response

A Contextual information gathered through:
A Passive OS fingerprinting
A Static OS mapping for exception handling
A Dynamic Risk Rating adjustment based on attack relevance
A Result: More appropriate and effective security response actions

B
Event / Action Filtering

Monitoring Console:
Non-relevant events filtered

Attacker initiates IIS attack
- destined for servers

Network
Scanner

Windows Server Linux Server

Vulnerable Not Vulnerable
Increase Risk Rating  Filter Event



New in IPS 6.0:

Real-time Anomaly Detection for Day Zero Threats

Anomaly detection algorithms to detect and stop Day-Zero threats
Real-time learning of network baselines

Automatic detection and policy-based protection from anomalous
threats to the network

Result: Protection for against attacks for which there is no signature

Graphic representation
of traffic type and
amounts




ASA 5500 Series IPS Solution

Performance for Large and

A Matched IPS and firewall Small Organizations
throughput up to 650 Mbps

A Hardware-accelerated IPS " - e _
not impact firewall or VPN > ™ gropir = A2 °19%N 150 Mbps 300 Mbps
throughput A b

New
Bundle!

A Powerful protection for data, ASA 5520 with
voice, video, and wireless AIP SSM-40

networks ASA 5540 with
AIP SSM-40

ASA 5510 with

AlP SSM-20 300 Mbps 300 Mbps

450 Mbps 450 Mbps

650 Mbps 650 Mbps

A All-in-one IPS Manager
Express simplifies
provisioning, monitoring,
troubleshooting and

Presentation_ID © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential



Cisco IPS Manager Express (IME)

Startup Wizard:

Home > Dashboards > Dashboard

D h . r k i y : In Link = Ena... . P F "
as b oar d . F“---_
th . Mo
Mo
Mo

Configuration:

Home > Dashhoards > Dashboard

Last update on 4:14:16 PM (R)

Reporting:

Monitoring: i

D,

ies in Multiple Non-10S Ci... Oct 4, 2007 A
co Yideo Surveillance IP Gateway and... Sep 5, 2007
Denial of Service Yulnerabi n Conte... Sep 5, 2007
%55 and 5QL Injection in Cisco CallManag... Aug 31, 20...
i Laral Privileae Fsralation Yulnerahi wnfua 15, 20...
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Content Security in the Cisco ASA 5500 Series

Introducing the

Content Security and Control
Security Services Modules

A Comprehensive content security
services on a single module

A Incorporates security technology from
Trend Maward-wiinig InterScan
VirusWall suite

‘A Seamless management and monitoring
through Cisco ASDM, multi-device
management with Trend TMCM

A Enables a single-box solution for all

O —




NEW Anti-X Service Extensions

Cisco ASA 5500 Content Security

Delivering Comprehensive Protection and Control

Threat Types

% Unauthorized Access

Intrusions and Attacks

Insecure Comms.

Viruses

Spyware

Malware

Phishing

Spam
Inappropriate URLS
Identity Theft

Offensive Content

Cisco ASA 5500 with CSC-SSM

Granular Policy
Controls

Comprehensive Malware
Protection

Advanced Content
Filtering

Integrated Message
Security

Easy to Use

Protection

A Resource and Information
Access Protection

A Hacker Protection

A Client Protection

A DDoS Protection

A Protected Email Communication
A Protected Web Browsing

A Protected File Exchange

A Unwanted Visitor Control

A Audit and Regulatory Assistance
A Non-work Related Web Sites

A |dentity Protection
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Comprehensive Secure Connectivity
VPN Services for Any Access Scenario

Partner Access

- _Cdcess

Clientless SSL VPN
Clientless SSL VPN

."
> ’

<
/- Client-based SSL or IPSec VPN

. Client-based SSL or IPSec VPN

Company Managed Desktop

[

Public Kiosk Company Managed Desktops at Home




WebVPN: SSL-Based Remote Access

>\ >s

>

Presentation_ID

Outlook (MAPI), OWA, POP, IMAP,
SMTP, Notes, iNotes

Windows CIFS file shares via Web Interface

Group based access control

Support for all enterprise authentication
mechanisms

Access to thick client TCP-based applications

Full-featured configuration and monitoring

© 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential

Free SSLL VPN Trial
Included in Base Pricing |

No Per-Feature Licenses!
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Cisco VPN Are You There (AYT) & CSA

Cisco AYT provides the ability to perform
security posture checks when a VPN
connection attempt is received

Enforces usage of authorized host-based
security products (such as the Cisco
Security Agent) and verifies its version
number, policies, and status prior to
granting access the corporate network
Checks to see if security products are both
installed and active

Pushes embedded personal firewall policy
Re-checks posture every 30 seconds
protecting against user disablement

|
Telecommuter
with IPSec VPN

Presentation_ID © 2006 Cisco Systems, Inc. All rights reserved Cisco Confidential 31
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Threat Protected VPN Services
Leveraging On-Board Security to Protect the VPN Threat Vector

Application Firewall and Access Controd ® Threat Mitigation
Application Inspection/Control Incident Control Virus
Granular, Per-User/Group Access Control Detection
Protocol Anomaly Detection Worm Mitigation
Stateful Traffic Filtering Spyware Detection
Remote Access
VPN User

Spyware Exploit

—¢

lllegal ASA 5500
Access I
‘mprehensive Endpoint Security Accurate Enforcement
Pre-Connection Posture Assessment Real-Time Correlation
Malware Mitigation Risk Rating
Session/Data Security Attack Drop
Post-Session Clean-Up Session Removal and Resets

WDepth of Threat Defense Features to Stop Malicious Worms,
es, and Moreeand Without Extern



Cisco ASA 5500 Software v8.0 Introduces
Significant Enhancements in Clientless Access

A Precise, granular access control to
specific resources

e
CIsco

— A Enhanced Portal Design
Localizable

RSS feeds

Personal bookmarks
AnyConnect Client access

A Drag and Drop file access and
webified file transport

rows:

A Transformation enhancements
11" Cisco AnyConnect VPN Client including FlaSh Support

A Head-end deployed applets for
telnet, SSH, RDP, and VNC,
framewor k s uppiasrt

A Advanced port-forwarder for
Windows (Smart Tunnel) accesses
=== ICP applications without admin

- privileges on Client PC




SSL Public CA Enhancements
ASA 8.0.4

ATemporary certificates for nirust

evaluations

Eliminates browser warnings
during trials due to lack of a
trusted head-end certificate

Improves product
evaluation experience

Discounted heaekend

Enrollment page requests for it
Page feq certificates

the appropriate fields
required to generate a
certificate request for these
offers

Benefit



Cisco AnyConnect Client %

ANext generation VPN client, ulCiezodmtonneetVPNClient s I

aV a.l I ab I e O n m an y p I atfo r m S @, Connection 6 Statistics | =4 About
Including: A
Windows Vista 32- and 64-bit, CiIsco

Windows XP 32- and 64-bit, and
Windows 2000

Mac OS X 10.4 (Intel and PPC)
Intel-based Linux

Windows Mobile Pocket PC Edition

Connect to: zalvpn. compary. com

sernarne; E dwsardl zer

«a Cisco AnyConnect VPN Client: Statistics Details

Stand-alone, Web Launch, and L
Portal Connection Modes

AStart before Login (SBL) and

onnection Informati
unnel State:
unneling Mode: I Tral
uration: :03:
€S cot
lease g Sent: 7 Cipher:
eceived: 357 ompression: None
: 3! o Prox
y Sent: 22
= jeceived: 77 Last Performed: 27202007 10:07 Ah

4

Address Information
10.21.104.28
192.75.192.85




Comprehensive EndPoint Security

A Cisco Secure Desktop (CSD)
now supports hundreds of

pre-defined products,
updated frequently

, symantec.

Anti-virus, anti-spyware, @mls Sy
personal firewall, and more 5,,,,,_“!
e For Ao
A Administrators can define A®A )
. - Ao L Computer Associatass
custom checks including o
running processes V | |
" SOFITWIN
ACSD posture policy AnAhnlab & btdender
presented visually to simplify . PREVX

confiiuration and

() sunbelt Software



Virtualized Services and Transparent Operation
Simplifies Deployment and Reduces Operational Costs

Dept/Cust Dept/Cust Dept/Cust
1 2 3

A Scalable security services

A Adds support for security
contexts (virtual firewalls) to lower
operational costs

Enables device consolidation and
segmentation

Supports separated policies and administration
A Easy to deploy firewall and IPS services
duces transparent firewall
bilities for rapid deployment of
- security

Drops into existing networks without need for
readdressing the network

Existing Network



Wide Range of Management Solutions
Provide Scalable, Cost Optimized Options for Businesses

Integrated Remote Management Capabilities Within ASA

A Configuration: Auto Update, SSH, Telnet, XML/HTTPS, and ASDM
A Real-time monitoring: Syslog, SNMP, HTTPS, and ASDM
A Software updates: Auto Update, SCP, HTTP, HTTPS, and TFTP

Cisco Security Manager (CS-Manager)

A Scalable management solution for wide range of Cisco security solutions
_including routers, switches, blades, and appliances

A Delivers centralized management of firewall, VPN, IPS/IDS, networking,
_and other services via flexible user interface

A Supports device grouping for simplified policy maintenance

A Provides role-based admin access and workflow capabilities

A Available on Windows (Linux version coming)

Cisco Monitoring and Response Solution (CS-MARS)

A Family of high performance appliances designed to provide
automated analysis of security event information to help identify,
manage, and counter attacks
[ m wide range of Cisco and 3" party
es NetFlow for additional intelligence
rrelation, visualization, rules engine, and reporting

A



Cisco Adaptive Security Device Manager v6.0
Introduces a Wealth of New Features and Usability Enhancements

A Fresh new interface
provides easy access to
all services offered by

- ASA

A Supports drag-and-drop
and in-place editing for
simplified policy editing

A Offers user interface
customization with
dockable windows and
toolbars

. A Introduces new Firewall
g Dashboard that provides
at-a-glance status of
firewall services

A Provides live ACL
hitcount in firewall rule
table for easy policy




