


Bandwidth Monitoring Utilities
SNMP
. Query-AAOA A OpOiI 1l [ AOET Ao Al

- Lacks detailed IP information and protocol statistics
- Utilize MRTG (Multi Router Traffic Grapher)

Add NBAR (Network Based Application Recognltlon) + SNMP

. Query-AAOAA OpoOil 1| AOGET Ad o001 O1 A

- Application Recognition capability with defined SNMP mibs for
qguery (ciscoNbarProtocolDiscoveryMIB(1.3.6.1.4.1.9.9.244)

- Utilize MRTG (Multi Router Traffic Grapher) ZOR?
- IP NBAR PROTOCOL DISCOVERY



MRTG Graph with and without NBA
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Why Netflow?

Find out
- WHQO?
. Source / Destination IP address of traffic flow

. WHAT?
. Source / Destination Protocol of traffic flow

- WHEN?
. Timestamp
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Netflow Facts

Netflow z Developed by Cisco

Version [Description

vl First try

v5 Most used version

V6 Added Encapsulation information - not supported by Cisco
V7 Added Catalyst Switch information

v8 Added router-based Netflow aggregation

v9 Template Based, allowing many combinations

IPFIX  [v10; IETF Standardized NetFlow 9 w/ Enterprise fields

IETF Standard being developed based on Cisco Netflow @ (very soon!)
Internet Protocol Flow Information eXport (IPFIX)

Other vendor implementations
Juniper Networks- Jflowor cflowd
Huawei Technology - NetStream
Alcatel-Lucent - cflowd
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Versions 5 & 9
Version 5

Gateway Protocol (BGP) autonomous system information
Flow sequence numbers

Version 9
Layer 2 information, new security detection information, IPv6, Multicast,
MPLS
Almost any information can be exported from a router or switch
34 party applications z no need to redevelop applications with changing
technology

Modularity - New features can be added to NetFlow more quickly, without
breaking current implementations.

V9 is capable of handling requirements for future implementations



Netflow Components

EXxporter 7 sends flow data to Collector in UDP / SCTP packets
Cisco Routers
Limited Catalyst switch support
Cisco ASA 558(F security events

Collector 7 receives and stores Netflow records for review / action
Cisco NetFlow Collector (NFC)
Plixer Scrutinizer (demo tonight)
ManagewiseNetFlow Analyzer
Solarwinds NetFlow Traffic Analyzer (demo tonight)
NetQoS ReporterAnalyzer
NTOP (GNU) z NMON (Commercial)
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What can Netflow see?

Ingress / Inbound

- IP-to-IP packets

- IPA to A Multiprotocol Label Switching (MPLS) packets
- Frame Relayterminated packets

. ATM-terminated packets

Egress / Outbound

- IP traffic
- Multiprotocol Label Switching (MPLS)A to A IP packets.
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What Defines a Flow?

Source IP address
Destination IP address
Source port for UDP or TCP, (zero for other protocols )

Destination port for UDP/TCP, type & code for ICMP,
(zero for other protocols)

P protocol
ngress interface
P Type of Service




Scrutinizer (Free)
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Solarwinds Redlme Netflow Analyzer

! SolarWinds Real-time NetFlow Analyzer - 192.168.2.11 - Interface 1
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Wil 1t Increase resource utilization?

Short answerz Yes
Especially if Netflow is supported in software!

Impact not as large if classification of the flows is done
In hardware



What Is the typical impact?
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Figure 4. Cisco 2600 Router
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Mnemonic Description

NFload Netflow enabled initially no traffic

NFenable Netflow enabled- no Netflow Data Export Defined (NDE)

NENDE v5 Netflow enabled 1 Netflow Data Export Defined (NDE)

NFENDE?2 \v5 Netflow enabled 2 Netflow Data Exports Defined (NDE)

Baseline No Netflow enabled baseline performance

NFENDEAS \v5 Netflow enabled 1 Netflow Data Export Defined (NDE) + BGP AS

N9-NDE1/v9 NDE1

v9 Netflow enabled 1 Netflow Data Export Defined (NDE)

N9-NDE2 / v9 NDE2

v9 Netflow enabled 1 Netflow Data Export Defined (NDE)

FNFNDEASNH

Flexible Netflow + 1 Netflow Data Export Defined (NDE) + BGP Next Hop

FNFNDEAS

Flexible Netflow + 1 Netflow Data Export Defined (NDE) + BGP AS




